Original Linksys settings for WRT53GS
   Also, see notes at bottom about hacked firmware upgrades).
for Firmware v4.71.1    (before installation of Talisman/Sveasoft

   note: before I tried to hack the firmware with Sveasoft, this router said it’s

            firmware was version 4.71.1.  After Sveasoft failed I downloaded the latest

            Linksys firmware.  Though it had a later release date, its version was 4.21.1 ??

1. Basic Setup

a. PPPoE

b. User Name:  gregnail@bellsouth.net
c. Password:  

d. Connect on Demand:  unchecked

e. Keep Alive:  Checked  
Redial period: 180 Sec

f. Router Name:  WRT54GS

g. Host Name:  [blank]

h. Domain Name:  [blank]

i. MTU:  Auto

j. Size:  1492

k. Local IP Address:  192.168.1.1

l. Subnet Mask:  255.255.255.0

m. DHCP Server:  Enable

n. Starting IP Address:  192.168.1.100

o. Maximum number of DHCP Users:  50

p. Client Lease Time:  0 minutes (ie, one day)

q. Static DNS 1:  0.0.0.0

r. Static DNS 2:  0.0.0.0

s. Static DNS 3:  0.0.0.0

t. WINS:  0.0.0.0

u. Time Zone:  Central

v. Automatically adjust for daylight savings time:  check

2. DDNS Service:  Disable

3. MAC Address Clone:  Disable

4. Advanced Routing:

a. Gateway

b. Select set number:  1 ( )

c. Ener Route Name:  [blank]

d. Destination LAN IP:  0.0.0.0

e. Subnet Mask:  0.0.0.0

f. Default Gateway:  0.0.0.0

g. Interface:  Lan & Wireless

h. Show Routing table

i. Destination LAN IP              Subnet Mask         Gateway          Interface
68.216.200.149                  255.255.255.255     0.0.0.0            WAN (Internet)
192.168.1.0                        255.255.255.0         0.0.0.0            LAN & Wireless
0.0.0.0                                         0.0.0.0       68.216.200.149   WAN (Internet)

5. Wireless / Basic Wireless Settings

a. Wireless Network Mode:  Mixed

b. Wireless Network Name (SSID):  Linksys-greg

c. Wireless Channel:  11 – 2.462 GHZ

d. Wireless SSID Broadcast:  Enable

e. Status:  SES Inactive

6. Wireless Security

a. Security Mode:  WPA2 Personal

b. WPA Algorithms:  TPIK+AES

c. WPA Shared Key:  

d. Group Key Renewal:  3600 seconds

7. Wireless Mac Filter:  Disable

8. Advanced Wireless Settings:

a. Authentication Type:  Auto

b. Basic Rate:  Default

c. Transmission Rate:  Auto

d. CTS Protection Mode:  Disable

e. Frame Burst:  Enable

f. Beacon Interval:  100

g. DTIM Interval:  1

h. Fragmentation Threshold:  2346

i. RTS Threshold:  2347

j. AP Isolation:  Off

k. SecureEasySetup:  Enabled

9. Security / Firewall

a. Firewall Protection:  Enable

b. Block Anonymous Internet Requests:  checked

c. Filter Multicast:  Checked

d. Filter Internet NAT Redirection:  unchecked

e. Filter IDENT(Port 113):  checked

10. Security / VPN

a. IPSec Passthrough:  Enable

b. PPTP Passthrough:  Enable

c. L2TP Passthrough:  Enable

11. Access Restrictions:  Disable

12. Applications and Gaming:  

a. Port Range Forward:  (nothing configured here)

b. Port Triggering:  (nothing configured here)

c. DMZ:  Enable  (should be disable??)

i. DMZ Host IP Address:  192.168.1.0

d. QoS

i. Disable

ii. nothing else configured here

13. Administration / Management

a. Router Password:

b. Re-enter to confirm:

c. Access Server:  HTTP

d. Wireless Access Web:  Enable

e. Remote Management:  Disable

f. Management Port:  8080 (greyed out)

g. Use https:  not checked

h. UPnP:  checked

14. Administration / Log:  Disable

15. Administration / Diagnostics:  (nothing to configure)

16. Administration / Factory Defaults:  (nothing to configure)

17. Administration / Firmware Upgrade:  (nothing to configure)

18. Administration / Config Management: (nothing to configure)

19. Status / Router

a. Firmware Version:  v4.71.1, Apr. 11, 2006

b. Current Time:

c. Mac Accress:  00:13:10:EC:AC:AD

d. Router Name:  WRT54GS

e. Host Name:  [blank]

f. Domain Name:  [blank]

g. Login type:  PPPoE

h. Login Status:  Connected

i. IP Address:  70.152.70.210

j. Subnet Mask: 255.255.255.255

k. Default Gateway:  68.216.200.149

l. DNS 1:  205.152.132.23

m. DNS 2:  205.152.150.23

n. DNS 3:  [blank]

o. MTU:  1492

20. Status / Local Network

a. MAC Address:  00:13:10:EC:AC:AC

b. IP Address:  192.168.1.1

c. Subnet Mask:  255.255.255.0

d. DHCP Server:  Enabled

e. Start IP Address:  192.168.1.100

f. End IP Address:  192.168.1.149

g. DHCP Clients Table:

i. Client Host Name     IP Address            MAC Address        Expires
Gregs-iPhone         192.168.1.102    00:26:08:B0:3B:98  
21:05:02
Q9550                    192.168.1.103    00:1F:BC:00:5A:D0 
12:28:58
cyndi-hp                 192.168.1.104    00:14:2A:A7:E6:F7  
15:20:25
Cyndis-iPhone        192.168.1.106    00:25:BC:49:41:CA 
22:32:06

21. Status / Wireless

a. MAC Address:  00:13:10:EC:AC:AE

b. Mode:  Mixed

c. SSID:  linksys-greg

d. DHCP Server:  Enabled

e. Channel:  11

f. Encryption Function:  Enabled
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Linksys WRT54GS ver 2   3rd Party Firmware Hack

http://sveasoft.com/
free version: http://wrt54g.thermoman.de/
http://www.i-hacked.com/content/view/26/42/
Linksys WRT54G and WRT54GS Hacking 

Rolling your own Linux AP in 20 secs. 

*Updated 11-17 w/newly released firmware*


Note:  Sveasoft is a 3rd party firmware that supposedly adds features to Linksys routers and allows you to boost their output/range.  On 3/14/10 I tried upgrading the WRT54GS with Sveasoft firmware from http://wrt54g.thermoman.de.  The Talisman version (FreemanBasic_V1.0.4_wrt54gs.zip) installed, but would not save configuration changes properly and would not access the Internet.
The “first free version of Talisman (FreemanBasic_V1.0.2_wrt54g.zip) refused to install.  I had re-installed original Linksys firmware between these two efforts, and fortunately the failed Alchemy install did not screw up the Linksys firmware.

The “final Alchemy” version (WRT54G.Sveasoft.Firmware.Alchemy.Final_by_TheIndividual.zip) indicated it was not compatible with this (version 2) router.

Linux is on everything these days. Being that it is open-source more and more companies are finding ways of running their devices on linux. What does that mean to us? **LOTS* 

 

The Linksys WRT54G and WRT54GS Wireless Access point(s) firmware runs embedded linux, In fact Linksys has even gone as far as posting the source of their firmware. However Linksys thought that the baseline linux code was untouchable. However, using some bugs in the code some hackers found that not only could they get a shell on the WRT54G, they could modify and upload their own firmware giving the WRT54G/GS hundreds of more features, increased signal strength, and the ability to run custom apps! Soon, several different firmware sites started showing up. In this article we are going to focus on my favorite (and probably most developed) Sveasoft. However I would like to mention that there are other firmware downloads available from Batbox and wifi-box.net. These places have made it easy for us, and we no longer have to use the ping bug to get new firmware on our devices. 

The Sveasoft firmware adds more features than I care to list, however buy uploading this firmware you can increase your power boost up to 300% from stock firmware! 

Install the new firmware. 

1. Download the new firmware from Sveasoft [WRT54GS or WRT54G]. I suggest purchasing support from them, for $20 you get all the latest releases as well as 1 year of support. 

2. Physically connect a computer to one of the AP's ethernet ports. (Do not attempt wirelessly!!) 

3. Power up the router. Give it a few seconds for it to boot. Now hold down the reset button shown above for 8-10 seconds. Once the DIAG LED lights up, let go of the reset button. This is to ensure the router is at factory defaults. 

4. Point your web-browser to 192.168.1.1 (Linksys default) and login. 

5. Look for "Firmware Upgrade" in the adminstration menu, Click "Browse", select the 'bin' file and then click "Upgrade".

Please note however at times the web upgrade can be a bit unstable.

After Upgrading. 

1. Now hold down the reset button again for 8-10 seconds. Once the DIAG LED lights up, let go of the reset button. This will set the router to the Sveasoft firmware defaults nvram settings. 

2. Point your browser at the linksys IP again and log in. 

3. Re-apply all your settings. Don't forget to setup wireless encryption or disable the wireless. 

4. Click on the administration tab. Enable "Bandwidth Mgmt", Enable the Telnet daemon. Do not disable or enable any other daemons unless you are positive you know what they are. Scroll down to the bottom of the webpage and click "Save Settings". 

5. You will now need to fill in the uplink and downlink settings that your ISP gives you (don't forget PPPOE overhead if you use it). I have a 3000/256 cable connection and have been happy with setting the downlink to 2800 and the uplink to 228 just to be on the safe side. Also make sure "WAN" is selected. 

6. Investigate and configure the bandwidth management. Some common low priority ports that are used for upload are: 6881 6882 6883 6884 21 119 4662 4672 110 25 

7. After you are finished with your bandwidth management settings click the "Save Settings" button. 

8. Once all your settings are back in place, and everything is saved, unplug the WRT54G, wait 5 seconds, then plug it back in.

 

Finished, see that wasn't bad at all. Now sit back and upload a full CD's worth of files at full stream via FTP, Bit Torrent, etc and talk away on the VOIP phone. Just remember to reboot the router anytime you make adjustments to the bandwidth management.
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